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The average total cost of recovery from 
a ransomware attack has more than 

doubled, increasing from $761,106 in 
2020 to $1.85 million in 2021.3 

It takes on average 287 days for 
a company to fully recover from a 
ransomware attack, according to 

more than 60 experts from industry, 
government, nonprofits, and academia 
known as the Ransomware Task Force.4

Defending Against Ransomware
A Resource Guide from the PCI Security Standards Council

RANSOMWARE IS THE FASTEST GROWING 
MALWARE THREAT.

Ransomware is a type of malware that steals or prevents 
access to business computer files, systems, or networks 
and demands a ransom for their return. Ransomware 
attacks can cause costly disruptions to operations and the 
loss or exposure of critical information and data.1

1 Source: FBI

UNDERSTANDING THE RISK  

PHISHING EMAILS 
Phishing emails are a common delivery vehicle for ransomware. These emails 
look legitimate, such as an invoice or electronic fax, but they include malicious 
links and/or attachments that can infect your computer and system.5

WEBSITE AND SOFTWARE VULNERABILITIES 
Criminals plant ransomware on websites and take advantage of software 
vulnerabilities to launch attacks on visitors using outdated software (browser, 
browser plugin).

2: Source: Cybersecurity Ventures Report    3: Source: Sophos State of Ransomware Report 2021    4: Source: Ransomware Task Force

5: Source: Report by the Deloitte Cyber Intelligence Centre        6: Source: Vulnerability Statistics Report 2021

THE ATTACK

Global ransomware costs are expected 
to reach $20 billion in 2021, according 
to the latest report from Cybersecurity 

Ventures.2

Phishing is the top 
“action variety” 
seen in breaches 
in the last year and 
43% of breaches 
involved phishing 
and/or pretexting.5 

50% of internal 
application 
vulnerabilities are 
considered high or 
critical risk.6

https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/ransomware
https://www.pcisecuritystandards.org/documents/PCI%20SSC%20Phishing%20Resource%20Guide%20-v05.pdf
https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-250-billion-usd-by-2031/
https://secure2.sophos.com/en-us/content/state-of-ransomware.aspx
https://www.washingtonpost.com/technology/2021/07/09/how-ransomware-attack-works/
https://www.dbxuk.com/statistics/cyber-security-risks-wfh
https://info.edgescan.com/vulnerability-stats-report-2021
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Defending Against Ransomware

PROTECT YOUR BUSINESS

KEEP THEM OUT Train your employees - PCI DSS 12.6 
• Develop a plan that educates your employees on the best ways to avoid these types of attacks 

and how to handle an attack if one does occur. 
• Most ransomware attacks start with a phishing email. Make sure your employees are aware of the 

risks and are trained on how to recognize phishing emails. Suspicious emails should be reported 
as phish, then deleted. 

• Think before you click. Emails can look like they come from anyone in the company. If there are 
any questions, always contact that person to confirm before clicking on a link or opening a file.

• Contact the sender through their known contact information, not contact details in the suspicious 
email.

Test your systems - PCI DSS 11
• Have you tested your systems lately to see if it’s easy for someone to break in? Criminals are 

persistent, you should be too. 
• A vulnerability provides a “broken” door that criminals can just walk through. It’s important that 

vulnerabilities are fixed and that you have other controls, such as those listed below in place to 
prevent a malicious individual from getting into your systems.

SLOW THEM DOWN Maintain a secure network - PCI DSS 1 and 2
• What does someone have access to once they are ‘in’ your network?  Configuring systems to 

isolate and secure sensitive data, such as cardholder data, can reduce the impact of ransomware 
events.  Reducing access to only those people who ‘need to know’, and ensuring systems only 
use or provide the services that are required, can help minimize your risk.

• Have you changed the vendor default passwords or settings in your systems?  Criminals will 
often use ‘dictionaries’ of known passwords to gain access.

Patch - PCI DSS 6
• Your vendors send you “patches” to fix problems in your payment systems or other systems.  
• When is the last time you checked for new security patches from your payment system and 

software vendors? 
• Patches close doors criminals use to get into your systems. Follow your vendors’ instructions and 

install patches as soon as possible.

For dealing with the threat of ransomware attacks related to payment security, the PCI DSS can be helpful in 
defending against this threat.  Best practices within the DSS include:    

Continued on next page
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Defending Against Ransomware

PROTECT YOUR BUSINESS

For dealing with the threat of ransomware attacks related to payment security, the PCI DSS can be helpful in 
defending against this threat.  Best practices within the DSS include:    

DETECT & RESPOND Monitor - PCI DSS 10 and 11.5 
• Are you monitoring your systems for changes or suspicious activity? Are suspicious or 

unauthorized/unapproved changes investigated? 
• Monitoring changes in your systems and critical system files helps you see when someone makes 

a change you did not authorize or approve. Investigating the changes as soon as they happen 
helps you find problems more quickly and improve your chances of shutting down an attack. 

• A change management process will help you determine if changes are approved. If the change 
was not approved or is unknown, you should immediately investigate to determine if your 
system has been compromised.

Backup your systems and prepare - PCI DSS 12.10
• Be careful that your backup does not overwrite previous good backups. This may help prevent 

backing up the data encrypted by ransomware and overwriting a good backup. Good practice, 
regardless of the backup method, is to take regular full disk backups and incremental backups 
(which only back up the data that is new since the last backup). 

• Store backup data offsite and in a way that provides additional access controls where possible 
(storing your backups “in the cloud” is a common method for offline storage). This makes it easier 
to recover your most recent backup if your data files are held for ransom. Keeping backups on-
site or on systems connected to your network makes them vulnerable to being attacked along 
with your production systems.

• Keep multiple generations of backup and have a retention period consistent with your 
organization’s ability to detect ransomware and its ability to reconstruct using older records. 

• Have you tested the integrity of your backups recently (both physical and virtual backup 
systems)? Have you tested the backup and recovery process recently? Making sure you can 
recover data from your backups is crucial in the event your systems are locked by ransomware. 

• When using cloud backups, ensure your cloud service provider is being diligent and protecting 
against malware of all kinds. Cloud storage may also get locked by the attacker if connected to 
the backup systems doing persistent synchronization.

• You and your employees should know how to respond to an attack and what to do when it 
happens, including who to contact. This should include formal processes for identifying all 
sensitive data potentially exposed during the event, so that this can be considered compromised 
– regardless of any restoration or remediation processes.

• Make sure you have a plan in place and communicate it to your employees. 
• Review this plan regularly and make an ongoing commitment to educating your staff.
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Defending Against Ransomware

PCI IN-DEPTH BACKGROUND MATERIALS 

RELATED INDUSTRY RESOURCES

For expert comment or questions, please contact: press@pcisecuritystandards.org
For more information on PCI Standards and resources, visit: www.pcisecuritystandards.org. 
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PAYMENT DATA SECURITY ESSENTIAL

Strong Passwords
WHAT’S THE RISK?

PASSWORD BEST PRACTICES

RESOURCES

Passwords are essential for computer and payment data 
security. But to be effective, they must be strong and updated 
regularly. 

Computer equipment and software out-of-the-box (including 
payment terminals) often come with vendor default or preset 
passwords such as “password” or “admin”, which are commonly 
known and easily exploited by criminals. 

1234 or 4321
access
admin
anonymous
database
guest
manager

pass
password
root
sa
secret
sysadmin
user

Typical default passwords
that MUST BE changed:

81%
of hacking-related breaches 

leveraged either stolen 
and/or weak passwords

To minimize the risk of being breached, businesses should change vendor default passwords to strong ones, and never share them – each employee 
should have its own login ID and password.

Don’t share 
passwords  
Insist on each employee having 
its own login ID and password – 
never share!

Vendors and service providers can help 
businesses identify default passwords and 
change them. 

The PCI Qualified Integrators and Resellers 
(QIR) list is a resource businesses can use 
to find payment system installers that have 
been trained by the PCI Security Standards 
Council on strong passwords and other 
payment data security essentials.

The Guide to Safe Payments provides 
businesses with security basics to protect 
against payment data theft.

Watch this quick animated video to learn 
how businesses can minimize the 
chances of being breached by changing 
vendor default passwords to strong ones, 
and never sharing passwords.

[none]
[name of product/vendor]

Change your 
passwords regularly 
Treat your passwords like a 
toothbrush. Don’t let anyone else 
use them and get new ones 
every three months. 

Make passwords hard to guess
The most common passwords are “password”, “password1” and “123456.” 
Hackers try easily-guessed passwords because they’re used by half of all 
people. A strong password has seven or more characters and a 
combination of upper and lower case letters, numbers, and symbols (like 
!@#$&*). A phrase that incorporates numbers and symbols can also be a 
strong password  – the key is picking a phrase with specific meaning to you 
so it’s easy to remember, like a favorite hobby, for example (like 
ILove2Fish4Trout!).

L^gf54sD3$*)p

Payment Card Industry Small Merchant Task Force

Guide to Safe Payments
PAYMENT PROTECTION RESOURCES FOR SMALL MERCHANTS

Version 1.0 | July 2016

Visit pcissc.org/Merchants for more resources

(2017 Verizon Data Breach
Investigation Report)

The use of weak and default passwords is one of
the leading causes of data breaches for businesses.

1

New Orleans declares a state of emergency. Baltimore gets held hostage.  
Twenty-two Texas towns are caught up in a wave of attacks. Louisiana state 
government agencies are reduced to partial services. Federal agencies are  
warned against increasing threats from state-sponsored actors.

During the last two years, cybercriminals have put government entities squarely  
in the crosshairs, with at least 330 ransomware attacks being documented  
in 2018 and 2019—almost triple the number of incidents recorded in the five  
years before 2018.1

While detailed data on attacks against federal agencies is scarce, existing  
information suggests that federal organizations are targeted frequently. In response 
to a Congressional request for information, the Department of Homeland Security 
disclosed that in the second half of 2016, 29 federal agencies reported 321 
ransomware attacks, a number that is likely higher now given the overall  
rise in ransomware incidents.2

Also at risk are IT contractors that support federal agencies. In June of 2020,  
Digital Management Inc., a managed IT and cybersecurity services provider that  
has contracted with NASA, the State Department and the Defense Department, 
appeared to have been the target of a successful ransomware attack in which  
NASA files were leaked to the public.3

Ransomware attacks are sophisticated and constantly evolving. They can cripple 
normal operations by causing downtime, creating chaos among staff and the public 
and incurring significant financial losses through ransom payments, recovery  
costs and other unplanned expenses. 

But they’re more than just costly inconveniences. In many cases, ransomware  
attacks have threatened the safety and health of people by disrupting vital services, 
including 911 service, police and fire support, disaster response, and more.

Don’t be the next  
ransomware victim.

Article

Help protect your organization 
with these best practices.

78%

Almost eight in 10 government IT 
officials believe ransomware will 
present an equal or greater threat  
this year. 4

3x
The number of ransomware attacks  
in 2018 and 2019 alone was triple the 
number of attacks over the preceding 
five years.1
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" LORENZ " AVADDON

" ZIGGY " FONIX

" JUDGE " DARKSIDE

" THUNDERX " CRYPT32

" CYBORG " CHECKMAIL7

" SPARTCRYPT " CRYCRYPTOR

#IF ATTACKED, SHOULD I PAY THE RANSOM?

#
WHY IS IT SO HARD TO FIND A SINGLE SOLU‐

TION AGAINST RANSOMWARE?

#WHO ARE THE VICTIMS OF RANSOMWARE?

NEED HELP
unlocking your

digital life without
paying your
attackers*?

 YES NO

At the moment, not every type of ransomware has a solution.
Keep checking this website as new keys and applications are

added when available.

Ransomware is malware that locks
your computer and mobile devices or
encrypts your electronic files. When
this happens, you can’t get to the data
unless you pay a ransom.

However this is not
guaranteed and you should
never pay!

$

"
New decryptor for

Judge available, please
click here.

$

%
GOOD NEWS

Prevention is possible. Following
simple cyber security advice can

help you to avoid becoming a
victim of ransomware.

&

BAD NEWS

Unfortunately, in many cases, once
the ransomware has been released
into your device there is little you

can do unless you have a backup or
security software in place.

"
GOOD NEWS

Nevertheless, it is sometimes
possible to help infected users to
regain access to their encrypted
files or locked systems, without
having to pay. We have created a

repository of keys and applications
that can decrypt data locked by
different types of ransomware.

DECRYPTED
The battle is over for these

ransomware threats. If you have
been infected with one of these

types of ransomware click on the
link under its name and it will lead

you to a decryption tool.

VIEW ALL

RAN‐
SOMWARE
Q&A
Get to know the answers to some of
the most common questions.

READ ALL QUESTIONS AND AN‐
SWERS

%
The general advice is not to pay the ransom. By sending your

money to cybercriminals you’ll only confirm that ransomware
works, and there’s no guarantee you’ll get the decryption key you

need in return.
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PAYMENT DATA SECURITY ESSENTIAL

Patching
WHAT’S THE RISK?

PATCHING BEST PRACTICES

RESOURCES

Often, software has flaws or mistakes made by programmers when they wrote the code. 
Vendors regularly issue updates known as patches to fix these software vulnerabilities. 
When businesses don’t apply software patches from vendors hackers exploit these 
vulnerabilities to break into their computers and systems and steal payment data.

80%
of hacking attacks 
could be prevented 
by strengthening 
passwords and 
installing software 
patches

Timely installation of security patches is crucial to minimize the risk of being breached. In order to apply patches quickly, it is important that you 
know how your software is being regularly updated with patches and who is responsible (it could be you!).

Install patches
Follow your vendors’ instructions and install patches 
as soon as possible.

Vulnerability scanning tools provided by 
PCI Approved Scanning Vendors can also 
help businesses automatically search your 
networks to find vulnerabilities and report 
when patches need to be applied. 

The PCI Qualified Integrators and Resellers 
(QIR) list is a resource businesses can use 
to find payment system installers that have 
been trained by the PCI Security Standards 
Council on patching and other payment 
data security essentials.

The Questions to Ask Your Vendors 
resource can help businesses identify 
which vendors send you patches. 

The Guide to Safe Payments provides 
businesses with security basics to protect 
against payment data theft.

Watch this quick animated video to learn 
how businesses can minimize the 
chances of being breached by installing 
software patches quickly.

Payment Card Industry Small Merchant Task Force

Guide to Safe Payments
PAYMENT PROTECTION RESOURCES FOR SMALL MERCHANTS

Version 1.0 | July 2016

Payment Card Industry Small Merchant Task Force

PAYMENT PROTECTION RESOURCES FOR SMALL MERCHANTS

Questions to 
Ask Your Vendors
VERSION 1.0  |  JULY 2016

Don’t ignore e-commerce
E-commerce businesses should look out for patches
from your payment service provider. Ask your
e-commerce hosting provider whether they patch
your system (and how often). Make sure they update
the operating system, e-commerce platform and/or
web application so it can support the latest patches.

Talk to your vendors about patches
Make sure your vendors update your payment 
terminals, operating systems, etc. so they can 
support the latest security patches. Ask them how 
patches get added (some install automatically when 
they become available) and who is responsible. Find 
out how they notify you of new security patches, and 
make sure you receive and read these notices.

Visit pcissc.org/Merchants for more resources

(2017 Verizon Data Breach
Investigation Report)

Identify which vendors send you 
patches 
The Questions to Ask Your Vendors resource can 
help businesses identify which vendors send you 
patches. These include vendors of your payment 
terminal, payment applications, other payment 
systems (tills, cash registers, PCs, etc.), operating 
systems (Android, Windows, iOS, etc.), application 
software (including your web browser), and 
business software.

Unpatched software is one of the leading causes of
data breaches for businesses.

Payment Card Industry Security Standards Council

DATA SECURITY ESSENTIALS FOR SMALL MERCHANTS
A PRODUCT OF THE PAYMENT CARD INDUSTRY SMALL MERCHANT TASK FORCE

Guide to Safe Payments
Version 2.0 • June 2021
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